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SPECTRE

▶︎Smart city Privacy: Enhancing Collaborative Transparency in the
Regulatory Ecosystem (SPECTRE)

▶︎Data protection in smart cities

• Law

• Communication sciences

• Business/ Economics 

▶︎https://spectreproject.be/

CONTEXT

https://spectreproject.be/


PP of SCS’s and the GDPR

8-10-2021 | 3

KEY CONCEPTS

▶︎Smart city service 

▶︎Public interest dimension

• Ex. safeguarding public safety

▶︎Physical presence component 

• Ex. drone and camera hardware

▶︎Personal data collection and use

• Ex. video data processing

CONTEXT

Source: Bloomberg Finance LP (2015)
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KEY CONCEPTS

▶︎Public procurement (Directive 2014/24/EU, 2014)

▶︎Tenders issued by public sector

▶︎Threshold value

▶︎More transparent and fair competition 

• Predefined criteria and criteria weights

▶︎GDPR (European Commission, 2020)

▶︎°May 2016

▶︎Principal EU regulatory instrument for personal data protection

▶︎Horizontal regulation

CONTEXT
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TIMELINESS

▶︎Rise in adoption of smart city services
• Lack of technical expertise in city administrations 

• Projects grow in size and complexity 

▶︎Formal public procurement

▶︎Key success factor for public procurement is healthy competition 

▶︎Potential issues 

• Inherent characteristics public procurement

• Inherent characteristics SCS

• Introduction GDPR

RESEARCH
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DEFINITION

What was the effect of the introduction of the GDPR on the level of 
competition for SCS tenders?

RESEARCH QUESTION

Research question
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GDPR AS COMPETITION INHIBITOR

▶︎Creation of barrier to entry

▶︎Problem of financial resources 

• Compliance is relatively more expensive for smaller firms (Ciriani, 2015)

▶︎Problem of technical capabilities 

• Privacy engineering 

• Anonymization to avoid GDPR application (Buiten, 2019)

THEORETICAL FOUNDATIONS
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GDPR AS COMPETITION INHIBITOR

▶︎Creation of barrier to compete

▶︎Problem of firm recognition 

• Risk-mitigation strategy (Johnson & Shriver, 2020)

▶︎Lack of data sharing and interoperability 

• Instrumentalization GDPR (Kerber, 2019; Tombal, 2020)

THEORETICAL FOUNDATIONS
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CASE SELECTION

▶︎Econometric case study (2009–2019)

▶︎Benelux

▶︎France

▶︎Germany

▶︎Sample 191,158 complete tender observations (OpenTender, 2020)

▶︎369 SCS tenders 

METHODOLOGY
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REGRESSION MODEL

▶︎Negative binomial model

▶︎Count data 

▶︎Overdispersion

Tender number of bidsi = Constant + β1GDPR introductioni + β2-

4Countriesi + β5Servicesi + β6Worksi + β7-11Types of procurement 
procedurei + β12-14(Technical) description lengthsi + β15Number of 
award criteriai + β16-21Type of procuring entitiesi + β22Bid pricei + 
β23Year of tenderi + β24Outlier dummyi + εi

with i referencing to the tender number ranging from 1 to 369.

METHODOLOGY

Equation
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REGRESSION RESULTS

 

Negative binomial regression LR test of alpha=0  chibar2(01) = 258.45 

Prob >= chibar2 = 0.000 

        

Dependent variable = Tender number of bids Model fit Log lik. = -940.57925 LR chi2(23) = 113.44 

Number of observations = 369 Pseudo R2 = 0.0569 Prob > chi2 = 0.0000 

        

Variable IRR Std. Err. z P>z [95% CI] 

GDPR GDPR introduction 0.6532** 0.1278 -2.1800 0.0300 0.4451 0.9586 

Country  

(vav BeLux) 

Netherlands 0.7919 0.3607 -0.5100 0.6080 0.3243 1.9338 

France 1.7529* 0.5349 1.8400 0.0660 0.9639 3.1877 

Germany 1.9222* 0.6547 1.9200 0.0550 0.9860 3.7473 

Type of product 

(vav Supplies) 

Services 1.0910 0.2511 0.3800 0.7050 0.6950 1.7129 

Works 1.5970* 0.4099 1.8200 0.0680 0.9656 2.6412 

Type of 

procurement 

(vav Open) 

Competitive dialog 0.9436 0.3971 -0.1400 0.8900 0.4136 2.1527 

Negotiated 0.8656 0.2605 -0.4800 0.6320 0.4799 1.5613 

Negotiated with publication 1.0055 0.5595 0.0100 0.9920 0.3379 2.9923 

Restricted 1.8412 1.2738 0.8800 0.3780 0.4745 7.1445 

Tender length Description length 0.9982 0.0174 -0.1000 0.9190 0.9647 1.0329 

Description length^2 0.9999 0.0001 -0.4000 0.6870 0.9997 1.0002 

Technical description length 1.0002 0.0017 0.1300 0.8960 0.9968 1.0036 

Award criteria Number of award criteria 0.8267*** 0.0385 -4.0900 0.0000 0.7546 0.9057 

Procuring entity 

(vav National 

authority) 

National agency 0.3511 0.2657 -1.3800 0.1670 0.0797 1.5474 

Public body 0.4623*** 0.0960 -3.7100 0.0000 0.3077 0.6946 

Regional agency 0.5195 0.4858 -0.7000 0.4840 0.0831 3.2482 

Regional authority 0.4815*** 0.0899 -3.9200 0.0000 0.3340 0.6942 

Utilities 0.9802 0.3197 -0.0600 0.9510 0.5173 1.8575 

Other entity 0.4908*** 0.1069 -3.2700 0.0010 0.3203 0.7522 

Tender price Bid price in ten thousands euro 0.9999 0.0001 -0.8400 0.4030 0.9996 1.0001 

Year Year of tender 0.9279* 0.0390 -1.7800 0.0750 0.8546 1.0076 

Outliers Outlier dummy 3.5676** 2.2319 2.0300 0.0420 1.0468 12.1589 

Constant 1.55e+66* 1.31e+68 1.8000 0.0710 1.92e-06 1.2e+138 

Legend: coefficient are attributed * when significant at the 0.10 level, ** when significant at the 0.05 level, and *** when significant at the 0.01 level 

▶︎Effect GDPR

▶︎35% less bids for SCS 
tenders since 
introduction

▶︎Tender country effect 
(vav BE)

▶︎75% more bids for SCS 
tenders in France 

▶︎92% more bids for SCS 
tenders in Germany

EMPIRICAL EVIDENCE
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REGRESSION RESULTS

 

Negative binomial regression LR test of alpha=0  chibar2(01) = 258.45 

Prob >= chibar2 = 0.000 

        

Dependent variable = Tender number of bids Model fit Log lik. = -940.57925 LR chi2(23) = 113.44 

Number of observations = 369 Pseudo R2 = 0.0569 Prob > chi2 = 0.0000 

        

Variable IRR Std. Err. z P>z [95% CI] 

GDPR GDPR introduction 0.6532** 0.1278 -2.1800 0.0300 0.4451 0.9586 

Country  

(vav BeLux) 

Netherlands 0.7919 0.3607 -0.5100 0.6080 0.3243 1.9338 

France 1.7529* 0.5349 1.8400 0.0660 0.9639 3.1877 

Germany 1.9222* 0.6547 1.9200 0.0550 0.9860 3.7473 

Type of product 

(vav Supplies) 

Services 1.0910 0.2511 0.3800 0.7050 0.6950 1.7129 

Works 1.5970* 0.4099 1.8200 0.0680 0.9656 2.6412 

Type of 

procurement 

(vav Open) 

Competitive dialog 0.9436 0.3971 -0.1400 0.8900 0.4136 2.1527 

Negotiated 0.8656 0.2605 -0.4800 0.6320 0.4799 1.5613 

Negotiated with publication 1.0055 0.5595 0.0100 0.9920 0.3379 2.9923 

Restricted 1.8412 1.2738 0.8800 0.3780 0.4745 7.1445 

Tender length Description length 0.9982 0.0174 -0.1000 0.9190 0.9647 1.0329 

Description length^2 0.9999 0.0001 -0.4000 0.6870 0.9997 1.0002 

Technical description length 1.0002 0.0017 0.1300 0.8960 0.9968 1.0036 

Award criteria Number of award criteria 0.8267*** 0.0385 -4.0900 0.0000 0.7546 0.9057 

Procuring entity 

(vav National 

authority) 

National agency 0.3511 0.2657 -1.3800 0.1670 0.0797 1.5474 

Public body 0.4623*** 0.0960 -3.7100 0.0000 0.3077 0.6946 

Regional agency 0.5195 0.4858 -0.7000 0.4840 0.0831 3.2482 

Regional authority 0.4815*** 0.0899 -3.9200 0.0000 0.3340 0.6942 

Utilities 0.9802 0.3197 -0.0600 0.9510 0.5173 1.8575 

Other entity 0.4908*** 0.1069 -3.2700 0.0010 0.3203 0.7522 

Tender price Bid price in ten thousands euro 0.9999 0.0001 -0.8400 0.4030 0.9996 1.0001 

Year Year of tender 0.9279* 0.0390 -1.7800 0.0750 0.8546 1.0076 

Outliers Outlier dummy 3.5676** 2.2319 2.0300 0.0420 1.0468 12.1589 

Constant 1.55e+66* 1.31e+68 1.8000 0.0710 1.92e-06 1.2e+138 

Legend: coefficient are attributed * when significant at the 0.10 level, ** when significant at the 0.05 level, and *** when significant at the 0.01 level 

▶︎Tendering entity effect 
(vav national 
authorities)

▶︎52% less bids for SCS 
tenders by regional 
authorities

▶︎Results are robust

▶︎Step-wise elimination 
insignificant variables

▶︎Zero truncated 
negative binomial

EMPIRICAL EVIDENCE
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IMPLICATIONS

▶︎Likely higher prices and/or lower quality services (Holtzman, 2006)

▶︎Detrimental to allocative efficiency and social welfare 

▶︎Ironically also data protection

▶︎Potential competition effects beyond public procurement 

▶︎Public procurement is substantial part of total demand (Georghiou et al., 
2014)

▶︎Potential undue influence of private actors over public sphere

▶︎Obstruction to authorities’ freedom of choice and liberty

DISCUSSION
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NEXT STEPS

▶︎Potential instrumentalization of public procurement process to 
stimulate competition 

▶︎Embedment of data processing clauses in tenders

▶︎Embedment of data sharing clauses in tenders

▶︎Upcoming EU initiatives

▶︎Data Governance Act

▶︎Digital Markets Act

• Scope of gatekeeper concept

LOOKING FORWARD
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RECAP

▶︎Since introduction GDPR 35% less 
bids for SCS tenders

▶︎BeLux regional authorities already 
plagued by limited competition

▶︎Status quo could lead to private 
actors hijacking the public sphere

▶︎Much like some actors in online 
environment, but no opt-out-button 
for reality

CONCLUSION

Source: Techcrunch (2018)



Q&A
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COMPETITION IN SCS

▶︎Competition in the future market for SCSs

▶︎Barriers to entry 

• Inherent service characteristics

• Considerable investment in highly skilled-personnel as well as in research and 
development (Edwards, 2016; Rana et al., 2019), likely combined with one or several 
proof-of-concept projects

• Nature of service provision for public authorities.

• Safeguarding fundamental rights (Finch & Tene, 2018)

• Public sector is likely more privacy-prone than the private sector (Braun et al., 2018)

▶︎Barriers to compete

• Vendor lock-in 

• Lock-in users/ citizens

• Exclusive access to proprietary data

SUPPLEMENT
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COMPETITION IN PUBLIC PROCUREMENT

▶︎Competition in public procurement 

▶︎Rigid and expensive 

• Exclude small, young, innovative companies 

• More so for formal or informal partnerships, as is the case for SCSs, the costs 
of bidding can be prohibitive (De Schepper et al., 2015)

▶︎Tradeoff between comprehensively delineating the desired service, on 
the one hand, and leaving room for original input of potential bidders, on 
the other hand

▶︎Comply with a series of additional extra-legal demands, such as 
transparency and integrity, and to potentially serve broader 
governmental policy goals (Stentoft Arlbjørn & Vagn Freytag, 2012; 
Telgen et al., 2012)

SUPPLEMENT
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▶︎Tenders with combination of (Regulation (EC) 2195/2002, 2002):

▶︎CPV code 48*, i.e. software packages and information systems or CPV 
72*, i.e. IT-services: consulting, software development, internet and 
support AND

• CPV code 65 (public utilities)

• CPV code 75 (administration, defence and social security services)

• CPV code 80 (education and training services)

• CPV code 85 (health and social work services)

• CPV code 90 (sewage-, refuse-, cleaning-, and environmental services)

• CPV code 98 (other community, social and personal services)

TECHNICAL SUPPLEMENT

SCS PROXY
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MODEL FIT

TECHNICAL SUPPLEMENT
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REGRESSION RESULTS

TECHNICAL SUPPLEMENT
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REGRESSION RESULTS

▶︎Effect GDPR

▶︎15% less bids for 
tenders since 
introduction

▶︎Tender country effect 
(vav BeLux)

▶︎25% more bids for SCS 
tenders in France 

▶︎6% more bids for SCS 
tenders in Germany

TECHNICAL SUPPLEMENT
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REGRESSION RESULTS

▶︎Tendering entity effect 
(vav national 
authorities)

▶︎10% more bids for 
tenders by regional 
authorities

▶︎Results are robust

▶︎Step-wise elimination 
insignificant variables

▶︎Zero truncated 
negative binomial

TECHNICAL SUPPLEMENT


