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Data as a central resource for competing in digital markets

'ForumEurope

DIGITAL SERVICES ACT

amaZOn A new rulebook for the digital economy?

24 March 2020 | Brussels< Belg‘ium

The FTC's Antitrust Case

Against Facebook Stakes Out | \_
New Ground -
Success and rise of Concerns about market power The role of users
data-driven platform and non-transparent data use of and their control over
business models data-rich web giants personal data

“Individuals need to be empowered in two ways: having a say in how data about them is
used by organizations and having the capacities to use data for their own purposes”

World Economic Forum (2014)
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Regulatory push for empowering users in data-driven digital markets

Fair sharing of revenues from secondary data use

SO »[... O]rganisations are using personal data for secondary purposes [...] should also be
prepared to share the wealth created by the processing [...] with those individuals
whose data they process[.]”

llllll

European Data Protection Supervisor (2015)

EU GDPR: The right to data portability (Art. 20)

x x
General
** a ’:{ gata (1) “The data subject shall have the right to receive the personal data concerning
ti . . . .
« S e ition him or her, which he or she has provided to a controller, in a structured,
* commonly used and machine-readable format [...]“

(2) ,I[...], the data subject shall have the right to have the personal data transmitted
directly from one controller to another, where technically feasible.”

California Consumer Privacy Act
= Aright to know with a limited mandate for data portability

= Consumers’ consent for data sale required (opt-out regime)
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The role of technology:
Can information systems empower users and facilitate the free flow of data?

Personal Information Management Systems (PIMS)
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Connect

Choose which data you want to sell, Discover what's interesting about your Start earning and forget about it. You'll
from social media to your checking data through beautiful visualizations, get a check every month. It's that easy.
account. The more you add the more
you'll make.

McGowan (2014)

Viewpoint
Managing
Your Digital Life

Everyone should be able to manage their personal data
with a personal information management system.

Abiteboul et al. (2014)
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Personal Data Brokers as a building block for a user-centered data economy?
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You’re in control

Your Datawallet is private by default, giving you the power to

choose which data you'd like to share, and who to share it with.

All the information in your Datawallet is completely anonymous,

secure, and encrypted.

All data sharing is opt-in only, and fully transparent about its

use. You can opt-out any time.

Datawallet gives you the option to securely store your data

yourself, or let us do it for you.

Take your data
withyou

It takes time for platforms to personalize their service to you.
When you use a new platform, you're stuck with a suboptimal
service while you recreate data that already exists in one of your
other profiles. With Datawallet, you can mobilize your data,
share it across platforms, and get a personalized service within
minutes instead of weeks.

Whether it's moving your playlists between music services or
training Al applications with your own data, Datawallet will

empower you to truly mobilize your data.
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Get paid when
you share

The data you create rightfully belongs to you, and we think you
should benefit when it's used. Your data is a valuable resource,
Datawallet helps you earn from it.

We currently pay out in USD, ETH, DXT, and gift cards.



Research questions and summary of main findings

GOAL OF THIS STUDY

Characterize the economic impact of Personal Data Brokers on the online ecosystem

(i) What are the effects on prices and qualities set by Content and Service Providers?
(ii) When do consumers benefit from a Personal Data Broker?

FINDING 1
There are two types of equilibrium market outcomes:
a minimum income equilibrium and a positive income equilibrium

FINDING 2
Three economic effects that govern the strategic trade-offs in a market with a PDB:
competition effect, displacement effect, appropriation effect

FINDING 3
CSPs strategically adapt their business model in reaction to the PDB
and may charge positive or negative prices.

FINDING 4
Consumers only benefit if the PDB is more efficient than the CSP
in monetizing user data on the data market
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A stylized model of data-driven digital markets

Data Market

» Revenue on the data market

4 *  Monopoly revenue without PDB: d,,(x) = dx
(o |
° Revenue
Data x
dy (x)
» CSP’s profit: I1 = d(x) + px — C(q)

Two potential sources of revenue
Content & Service

Quality investments: costs are assumed to be

Provider increasing and convex in q: C(q) = 1/, q*
A
i - (3} » Consumers
Data x Price p Ser\f.ife = Consumers decide about their level of usage
quality q and thus their data creation x
A 4 \ 4 = Consumers’ net utility from CSPs’ services:

UM(x,p,q) = qx —5x% — px
Consumers -

Gain from usage Cost of usage
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A stylized model of data-driven digital markets with personal data broker (PDB)

Data Market

A
m m
- cvor
evenue
Data x Revenue Data x venu
dyp (%) 0 - dyp(x)
v

Content & Service ] B Datax

Provider J
A A
8 o (33
Data x Price p Service Reward r
quality g
v \ 4 A 4

Consumers Q

»

Revenues on the data market

Parameter § models the intensity of
competition: dyp(x) = § - dx

PDB’s profit: ' = odp(x) —rx

Parameter ¢ models the efficiency of
the PDB relative to the CSP

Consumers

Can transfer their data to the PDB in
return for a reward r

They then gain net utility:

UMP(x,p,q,7) = qx—%x2 — px + rx
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Timing
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CSP invests in CSP sets its Consumers choose
quality g price p their usage level x
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CSP invests in CSP sets its Consumers choose
quality g price p = whether to use the
PDB sets its PDB

= their usage level x
reward r &

_______________________________________________________________________________________
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Analysis: equlibrium derivation

Monopoly
Equilibrium

_________________________________________________________________________________________
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/" Minimum income MP A
equilibrium Tmin = 0d + € Pmin = € Tmin = € Xmin = 8 + €
Mp _ 1
. 2 p¥" =72/;6d(Be - 4), 3
P05|-t!ve- income g"P = = 5d(1+ o) 7 xMP =—6d(1+ o)
equilibrium 7 riP = 1/7 6d (40 —3) 7

Market Outcome

e —
N e e o o — ————————————

L = 7(6d+e€)?
I 1 - / —
Positive income Equilibrium with 0 = < 262d2 1>
| :_ |
\ (I) Minimum income Equilibrium © and g ~ 0.871fore > 0 ,
A 4
N 4

___________________________________________________________________________________
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Results: Impact of the PDB on service quality

Quality of CSP

(d=1,8=0.7¢€=0)

1
0
Q

2.0

(without PDB) (with PDB)

Three main economic effects:

» Competition effect @
» Displacement effect @

» Appropriation effect @

Haberer, Kramer & Schnurr: The Economic Effects of Personal Data Brokers

11



Results: Impact of the PDB on price and reward

Price of CSP & Reward of PDB
(d=1,8=0.7€=0)

, T . . .
12(;* The PDB increases its reward as it becomes
Tl oP more efficient on the data market
0.8+
0.6F The CSP may change its business model by ...
0.4 » reducing its price, possibly subsidizing
i consumers through a reward
O-2f (for medium levels of g)
P S 5 S g SR Z S 5 0 = jncreasing its price, and becoming a
0 2: paid-for service (for high levels of )
M MP
p ........... p — r
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Results: Impact of the PDB on profits and consumer surplus

CSP & PDB Profits
T, I (d=1,6=07¢=0)

14

T

Consumer surplus

CS d=1,6=07¢=0)
1.0

1

The PDB benefits consumers ...

= only if it is suffiiently more efficient than the CSP
on the data market (i.e., o > 0 = % —1)
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Results: Market outcomes

o ¢
1.0 ‘ f
i Price
01 i Positive income equilibrium
Lo p csPpoft . 1 Q,: Plain data portability without
" | 0 remuneration for consumers
£ ! " ,
< 32 e 0% 0O,: Positive PDB reward, but CSP profit
| [ o Y Pt L s \ . .
< = 70 e and consumer surplus deficit
zoe 2 | 7
‘@ @ 7 Seawaean O, T
é 2 i O;: Positive PDB reward and CSP profit
5 8 increase, but consumer surplus deficit
s | & | | |
£ 2 : O,: Consumer surplus and CSP profit
] = : .
o é ! increase due to PDB reward, but
i quality deficit
0.2 o
O5: Consumer surplus, CSP profit and
quality increase
0.0 ".
d ) ) I 2 ) ) 4 ) . 6 ) ) B ) ) 1-0

Efficiency of the PDB p

(d=1,e=0)
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Model extensions

Base Model E1l: Competing CSPs and PDB

M S
Data Market h Data Market h

i o i o i o ] L i -
Data Revenue Data Revenue Data 4 Revenue () Data > Revenue () Data p Revenue ()
mp( ) mp( )
. Content & Service & pata , fi a2 5 | content & Service
Content & Service . .
R Provider A Provider B
Provider
[ o i & i = @
‘ bl Servi Data , Price 4 Quality , Reward Data p Price p Quality p
Data Price ervice Reward
quality

Consumers 0
Consumers Q Multi-homing & horizontal quality differentiation

E2: Transaction costs for using the PDB E3: Data analytics technology investments

} Efficiency o Efficiency
E ........ » Data Market h 4........§
y

~ Analytics Analytics
"
z - Technology i - " & Technology
: w Data Revenue Data Revenue "w
o mp( ) mp( )
B & oo & nom
@ Minimum income : )
© v A Content & Service A
%' AR Provider -
< Investments Investments
]
-
] i -]
Positive income 1 Data Price Ziravl:gi Reward
A

. J [ Consumers n]
0 3 7 3 3 5

Efficiency of the PDB o
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Managerial implications, policy implications and limitations

Managerial implications

Efficiency of PDB End of zero-price regime? Differentiation of PDB

is crucial CSPs react strategically in the data market

Policy implications

Consumers may suffer Consumer only better off Scope of data portability
despite monetary gain if PDB more efficient than CSP can influence efficiency of PDB

Limitations

Data sourcing
from competing CSPs

Heterogeneous consumers Impact on data quality
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Related strands of literature

= Institutions that allow consumers to aggregate and sell data
= Early idea of a regulated national information market by Laudon (1996)
= Data intermediaries: FTC (2014), Montes et al. (2018), Gu et al. (2019), Ichihashi (2019)
= PIMS and PDBs: Abiteboul et al. (2015), Dao et al. (2018), Hynes et al. (2018)
= Trading mechanisms: Rice et al. (2004), Aperjis & Huberman (2012), Gkatzelis et al. (2015)

= Legal and economic discussion on data ownership

= Data portability: Swire and Lagos (2013), Lam & Liu (2018), Wohlfarth (2019), Kramer & Stidlein
(2019)

= Data IPR: Samuelson (2000), Schwartz (2004), Zhu & Madnick (2009), Duch-Brown et al. (2017)

= Investment incentives: Free riding of competitors decreases investments (Zhu et al., 2008)

= Data co-creation and firms’ incentive to invest in service and content quality
= Data as labor: monetary remuneration for consumers’ data creation (Arrieta Ibarra et al., 2018)

= Privacy regulation: negative impact on quality investments, but possibly welfare-increasing
(Lefouili and Toh, 2019)
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Managerial implications

Efficiency of PDB End of zero-price regime? Differentiation of PDB
is crucial CSPs react strategically in the data market
" Aggregated and more = Negative prices with a Competition effect dominates if
accurate data medium-efficient PDB to
. " : compensate for quality = PDB does not enhance or
Adqlltlonal more fine- _ alter its data
grained data reduction o
=  Exploi faci = Positive prices with an " PDBIs selling to the
Xploit consumer-facing .y : identical data brokers as
market position efficient PDB to appropriate CSP
surplus

Foreclosure and Accom-
modation strategies of CSP

Quality-control mechanisms

Monetary incentives may When consumers have trans-
encourage fake data creation action costs for using the PDB
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Policy implications

Consumers may suffer Consumer only better off PDBs may facilitate market
despite monetary gain if PDB more efficient than CSP entry of CSPs
. Disp_lacemenF effect: _ = Consumers more likely to = Displacement and
Quiality reduction even if benefit if competition appropriation effect may
PDB and CSP do not intensity in data market is stimulate niche entry
compete low
* Plain data portability is = Regulators should accept
likely to hurt consumers price increases of CSPs
= Threat of PDB entry may = Broad scope of data
already reduce investment portability increases
incentives of CSP efficiency of the PDB

Spectrum of policy instruments
Open government data

Deter PDB
business model i

Promote PDB
business model

Data ownership Standardization of Broad application
for CSPs formats & interfaces  of data portability
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Limitations and avenues for future research

= Heterogeneous consumers
= Consumers may have heterogeneous privacy concerns or value service quality differently

= This may lead to more nuanced results in addition to the identified effects. However, the model already
captures the representative consumer that will determine the main strategic decisions of the PDB and CSPs

= PDB’s impact on data quality
= Exogenous efficiency of the PDB g captures the overall impact of the PDB on data quality

= Nuanced PDB effects due to, e.g., fake data, data aggregation or privacy concerns could motivate future
work that endogenizes data quality on a micro level

= Data sourcing from CSP competitors

= CSPs may purchase data from their competitors through a PDB, instead of investing in service quality
(see, Haberer & Schnurr, 2018)
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lllustration: The impact of the PDB on the data market

Firms‘ revenues from selling user data to data brokers:

M: Monopolistic CSP without PDB
Monopoly revenue per data

: d € (0,©) = const.
0 d

CcSP

MP: Monopolistic CSP with PDB

CsP l | l § € [0,1]

Competition

PDB — | I I 0 € [0,)

Less efficient  pore efficient
PDB PDB
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Findings in the base model are robust across model extensions

Base Model E1: CSP competition

= For very high degrees of competition CSPs act
as “data arbitrageurs” without PDB.

Content & Service
Provider

» The three economic effects (CE, DE, AE) carry
over and propositions of the base model hold
qualitatively when CSPs compete for users’

[ o 0] attention.

E2: Transaction costs for using the PDB E3: Data analytics technology

= |fthe PDB has a large cost disadvantage, the

= An additional foreclosure equilibrium emerges . . e
minimum-income equilibrium emerges.

if PDB is of low efficiency
= |f the PDB’s cost disadvantage is small or if the

PDB has an advantage over the CSP, the
positive-income equilibrium arises.

= An additional accommodation equilibrium
emerges if PDB is of low to intermediate

efficiency
= Consumers are only better off with a PDB if

the PDB has a sufficiently large cost advantage
over the CSP.

= Minimum income and positive income
equilibrium emerge again for higher levels of
efficiency of the PDB



Model extension: Competing CSPs and PDB (l)

=  Competing CSPs : horizontal differentiation framework based on Singh & Vives (1984)
= Endogenous quality investments and multi-homing consumers

= CSPs set actions simultaneously (quality in Stage 1; prices in Stage 2)

- 1
= Consumers’ utility u”” = ¥, _, 5,(q;x; — Exiz — pix; + X)) — YXaXp

= q;: Quality of CSPi (i =A4,B) —
= p;: Price of CSP i [ ata Broters (] }
= x;: Usage atCSPi . _ i _ 0 .
- T Reward Of PDB Data , Return () Data X Return ) Data p Return ()
- Y' Degree Of serVIce SUbStItUtablllty [Content&Service Content&Service]
Provider A Provider B
= PDB’s profitI' = (ddo — ) (x; + x;) NS =&

Consumers 0
Multi-homing & horizontal quality differentiation

Without PDB: Impact of competition intensity y on market outcomes:

e . : . ,0qP , ap? . _
= Competition intensity lowers service quality (ai; < 0) and prices (aL; < 0) in equilibrium

= Fory >y = 0.83: both CSPs merely act as arbitrageurs with zero quality

Haberer, Kramer & Schnurr: The Economic Effects of Personal Data Brokers 24



Model extension: Competing CSPs and PDB (ll)

Quality Consumer surplus
(d=1,6=07,e=0,y=0.5) (d=1,6§=07,e =0,y =0.5)
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Model extension: Transaction costs for using the PDB (l)

Equilibrium market outcomes
Consumers now face transaction costs k (d=3,6=05v=3,e=0)

for using the PDB

= The PDB is only used if the reward is
sufficiently high,i.e., rx > k

20F

=  QOtherwise, the PDB remains inactive

» Additional equilibrium outcomes arise

2
(%]
4+
(%]
o
O
c
CSP Profit -f_,—D
(k=3,d=3,6=05v=3,e=0) O
P n Minimum income
I-I C 10_
8¢ ©
i -
* Y—
L o
o o
>
Q
—— e - _I
4+ 5
[ 4 Positive income
2 G === == === R S = e
0 o e 2 o 3 4 © of | |
0 1 2 3 4 5
M MP ..
m"--=- I"— Efficiency of the PDB o

Haberer, Kramer & Schnurr: The Economic Effects of Personal Data Brokers 26



Model extension: Transaction costs for using the PDB (ll)

CSP Quality
(k=3,d=3,§ =0.5v=3,e =0)

TP

o1Q

0 o oo 2 o 3

(k=3,d

CSP Profit

=3,5§=05v

=3,e =0)

0 max .max .min

OM 65 Omin

2 émln
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Model extension: Transaction costs for using the PDB (lll)

Figure 11  Firms’ equilibrium strategies (for & = 3,6 =0.5.d =3, v = 3,¢ = 0).

{a) CSP's price. (b) PDB’'s reward.

[P
dr
3_
2—
1t

0 B i .
0 o™ ™ ehn 2 a" 3 4

Figure 12 PDB’s profit and consumer surplus (for i: = 3.6 =0.5,d =3, v =3, ¢ =0).
{a) PDB's profit. (b) Consumer surplus.
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Model extension: Data analytics technology investments

Efficiency P Efficiency
FCCEELEED » Data Brokers m q........E

Endogenous efficiency in generating data revenues Analytics Analytics

Technology i - i o Technology
= |[nvestments in technology t and p: A pata | [ et A
¢ B ol
= Diminishing returns to scale R [mtem&sg,vice N
Mrrnaaaes Provider :
" Convex cost fU nctions Investments Investments
. . i o se‘}ﬁe& L
= Profit functions: e T e
= CSP: Il =/t 8dx —px — at? [ Comsumers n]

= PDB: [ =./p 8dx —rx — bp?

= Parameters a and b measure firms’ cost efficiency SlEs Ao mm

Technology Quality Price & Usage
investments reward

Market outcomes with PDB
= |f the PDB has a large cost disadvantage, the minimum-income equilibrium emerges

= |If the PDB’s cost disadvantage is small or if the PDB has an advantage over the CSP, the
positive-income equilibrium arises

= Consumers are only better off with a PDB if the PDB has a sufficiently large cost advantage
over the CSP
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Economic effects that govern the strategic trade-offs

» Competition Effect (CE)

= Inthe presence of a PDB, the CSP reduces its investments in quality due to the increased competition
on the data market, everything else being equal.

= The stronger the competition, the stronger the reduction in quality investments (aq/a6 <0)

» Displacement Effect (DE) 7

* Inthe positive-reward equilibrium, the CSP has a lower incentive to invest in quality, because the PDB
offers consumers a positive reward for data, everything else being equal.

= This occurs even if the PDB does not compete with the CSP on the data market (6 = 1).

» Appropriation Effect (AE)

» Inthe positive-reward equilibrium, the CSP has an incentive to increase its quality investment, as the
PDB becomes more efficient on the data market, because it is able to appropriate some of the additional
consumer surplus created by selling user data via the PDB through a higher price.
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Base model specification (1/11)

Consumers

= Unit mass of homogeneous consumers, who visit the CSP
= Consumers decide about their level of usage and thus their data creation x
= Usage depends on the CSP’s quality q and price p

» Consumers’ net utility from CSPs’ services UM (x,p,q) = qx — %xz — px

L J L J
T T

Gain from usage Cost of usage
=  Consumers port their data to the PDB if they are offered a positive reward r > 0

» They then gain net utility UMP (x,p,q,7) = qx —%xz — px + rx

Content and Service Provider (CSP)

=  Monopolistic CSP can earn revenues from two sources

» Selling user data to data brokers generates revenues d(x)

= Demanding a (positive) usage price p from consumers generates revenue px
=  The CSP can invest in quality q of its service and content

* |nvestment costs are assumed to be increasing and convex in q: C(q) = 1/, q*
* Thus the CSP earns profits I[1 = d(x) + px — C(q)

=  Without a PDB: d(x) = dx

»  With a PDB: §d(x) with the intensity of competition § € [0,1]
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Base model specification (I1/11)

Personal Data Market

= The PDB can gain access to the usage data created at the CSP
= Consumers transfer their data in return for a reward r
* Thus, the PDB incurs costr(x) = rx
= Selling this data to data brokers generates revenue § ¢ d(x), where
= § models the intensity of competition
= o models the efficiency of the PDB relative to the CSP
» Thus, the PDB earns profitsT = (6 od — 1) x

= The impact of the PDB on the data market:
Monopoly revenue per data

CSP (without PDB) : : d € (0,00) = const.
0 d
CSP (with PDB) | : : 5 €[0,1]

Competition

PDB — : : : ¢ € [0, )
Less efficient More efficient
PDB PDB
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Economic impact of PDBs on the data economy?

Service (33 v}
¥ quality ( / CSPA \
< Content & - J Data
’L Service \ P / market
o Provider
. CSPB
) —
Service quality of CSPs Service competition

User adoption and market entry Data analytics investments
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